- . So, what are the key duties and the responsibilities of the DPO ? There are seven main duties. These are :
Well-Being Information

- To ensure compliance with the requirements of the GDPR
Legal Processing Basis Legal Obligation

- To advise school staff, managers, trustees and governors in relation to the GDPR
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Behaviour Pupil Names | Well-being of | Class Teachers | Schools Vary Need To Be - Assisting the school with carrying out any data protection impact assessment and audits
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Records of Safeguarding If you believe that the data we hold is inaccurate and needs amending then please request any changes in writing.
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ling; tutors etc) Governors Complaints ...
(Anonymised If you have any complaints or concerns related to how we manage your child's data, in the first instance you should
Data Only) (@) contact the school or (b) contact our Data Protection Officer. You also have a legal right to contact the Information

Commissioner.
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The UK GDPR which came into effect on the 1st January 2021 requires all schools to appoint a Data Protection About Your RIghtS and Our Responsibilities
Officer (DPO). Schools can decide to appoint this person internally, share one with another school(s) or (as in the ‘
case of your child's school) contract the role and responsibilities to a third party provider. llluminate Education
Services UK Ltd has been contracted to provide the DPO services for your child’s school.




On the 25th May 2018 the law changed and the new General Data Protection Regulation (GDPR)
was introduced. In the UK, this became the Data Protection Act 2018. In January 2021, following the

UK's departure from the EU, this was amended and became the UK GDPR. As an organisation that
both controls and processes personal data we are required to let you know how we manage it.

In principle, with regards to data collection, we are required to carefully consider :
- what data we need from you
- why we need it
- what we will do with it
- where it will be stored
- who we may share it with, and why
- how will we dispose (get rid of) the data

- how long we will keep it for

As well as telling you all these things, we are also required to tell you how you can view the data,
request changes or deletions and what we will do in the case of a data breach (loss). This leaflet has
been produced to provide you with the key (essential) information in one place.

principles in mind. These are :

Lawfulness, Fairness And Transparency :
... meaning that we must always comply with the law, treat the personal data of pupils with
fairness and be transparent about what we do with it

Purpose Limitation :
... only use the data for the purposes we have told you about

Data Minimisation :
... only process data that we actually have a need for

Accuracy :
... make sure that all our data is accurate

Storage Limitation :
... only keep the data for as long as we need it and then securely destroy it

Integrity and Confidentiality :
... basically, keeping data safe and secure

Accountability :
... be accountable for what we do with

The UK GDPR states that alongside the seven principles, you have 8 key rights in relation to our

management of any data we hold. These rights are :

- the right to be informed about what we do with your data

- the right of access to your data

- the right to request that inaccurate data is corrected

- the right to restrict processing

- the right to data portability

- the right to object

- rights in relation to automated decision making and profiling

- the right to request the erasure of data

...and if there is any infringement of these rights, you have the right to complain
and receive compensation

As a Trust we require some essential data about your children. This ‘data’ can be as simple and as
routine as your address, a contact phone number or any medical conditions your child may have.
Such information is not only legally required by the school, but also ensures that children and their
families are well served by the school for routine matters.

In most cases, this data will be provided by you in written form but will then be ‘processed’ and
entered onto the school’s information management system
(computer system). Be assured that our systems are :

- password protected or encrypted

- restricted to those with a ‘need to know’

- regularly backed up externally

- managed in accordance with the law and local guidance

However, as a school we handle and use a much wider variety of data which may include our CCTV
recordings, test data, referrals to social care and much more. We will always endeavour to tell you
what we are doing with’your data. However, on occasion we may be required to pass on data to
other people / agencies: The circumstances in which we would likely-do so, would include :

- at the requestof a court of law

- where we believe your child is at risk of harm

- we are legally required to do so

- at the request of police services in relation‘to a crime

We will always TRY to notify you that we have passed on data to somebody else.
However, it is likely that on occasion time-scales may limit our ability to do this.

Here we will tell you what we do with all the personal data we process or control. We have
put all this information in a set of simple tables, using a series of logical headings.

The UK GDPR outlines six possible bases for processing any data. These are :

Consent :

... where specific permission is given

Contract :

... where information is exchanged as part of a contractual agreement
Legal Obligation :
... because the law says we must
Vital Interest :
... where data is shared to protect someones life
Public Task :
...in the public interest with a clear basis in law
Legitimate Interests :
... Where there is a legitimate reason for sharing data, but not necessarily

legally required

Legal Processing Basis

Personal Information

Legal Obligation

What Probable Why We Who Has Where It Is When s It
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Legal Processing Basis

Academic Information

Legal Obligation

What Probable Why We Who Has Where It Is When s It
Information ? Content Require It AccessTo It ? Held ? Disposed Of ?
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Education
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Central Team as part of their roles (such as HR, Special Needs, Finance or Safeguarding) in leading and managing
the Trust. (2) Most assessments and records are now held electronically using a variety of online systems (3) Data

Important Notes ...
(1) Data may also be viewed, shared with or accessed by members of the Harmony Trust

may also be used for internal research purposes so as to inform the impact of developments.



